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1

INTRODUCTION

In the context of e-business, the need for security functions is of ever growing importance. Several dif-
ferent schemes exist for the authentication of the involved parties and communicated messages, or for
the insurance of transaction confidentiality and non-repudiation. The problem currently is that as a rule
these schemes build on special secure devices and complex infrastructure such as PKI. While the secu-
rity achieved by such means is high, the threshold for applying such an infrastructure for smaller scale
business cases can be high as well. Also, some cases may be better served with a more flexible ap-
proach that naturally permits multichannel implementations not tied to a specific device.

mPollux™ Security Server provides a range of security solutions from conventional user id — pass-
word authentication to full-scale PKI based security. mPollux CallSign™ is a Security Option that
provides security for applications when PKI level security is not desired or required. The security pro-
vided by mPollux CallSign™ is based on a challenge — response authentication sequence using a tel-
ephone call. The mPollux CallSign™ option is a general-purpose subsystem allowing any application
to use authentication.

When integrated with Citrix remote access products, mPollux™ Security Server together with
mPollux CallSign™ option offers easy to use and manage, cost efficient and secure authentication
method for end users.

2 MPOLLUX CALLSIGN™ FUNCTIONALITY

2.1

The mPollux CallSign™ Security Option implements a type of challenge— response authentication
protocol. The mPollux CallSign™ option issues a challenge and the user must respond to it in an ac-
ceptable way to pass the security check. The channels used for the challenge are not constrained by
mPollux CallSign™, but they are typically Web browser related. The authentication response is al-
ways performed over a phone line, normally using a mobile phone.

There is a comprehensive set of variations on the challenge — response sequence, enabling mPollux
CallSign™ to be tailored to many different applications.

AUTHENTICATION CHALLENGE

When a service user attempts to access contents or services requiring authentication, mPollux
CallSign™ issues an authentication challenge. Depending on the nature of the service and the security
required, mPollux CallSign™ issues the challenge in various forms:

Silent Challenge. The user is expected to know that the challenge has been issued, but no visible evi-
dence of this is given. The user must know the proper response in advance.

Default Challenge presents the user with a telephone number to dial for authentication.

PIN Challenge adds a request to enter the user’s authentication PIN (a personal code chosen by the
user during registration for the service) via the phone keypad. PIN Challenge is usually implemented
in callback mode, i.e. so that instead of the user calling CallSign, CallSign calls back the user and
then proceeds to request the user’s PIN.

Variable Challenge presents a numeric one-time password and/or a one-time telephone number for
authentication. The user must dial the given number and enter the given one-time password to authen-
ticate him-/herself. Like PIN Challenge, Variable Challenge can as well be implemented in callback
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mode. Callback is useful e.g. in cases where the authentication is done over an international telephone
connection, which cannot generally carry calling line identification data to the called number.

2.2 AUTHENTICATION RESPONSE
2.2.1 DIALING OPTIONS

The primary authentication occurs when the user dials a given number and mPollux CallSign™ veri-
fies the event. At the least, mPollux CallSign™ captures and verifies the number of the user’s phone
against a database of authorized users. The dialing opportunity is always time limited and must occur
right after the challenge to dial has been made. The timeout for dialing is a configurable parameter.

Blind dialing of a predefined number after a silent challenge avoids the passing of any information
about the dialing event over the Internet. The user must know in advance the number to dial and the
authentication response expected after dialing. Blind dialing is especially useful when the application
has no means of presenting the particulars of the dialing request to the user, or if it is desirable not to
do so for security reasons (silent challenge).

Dialing a given predefined number is the default method to request authentication. There may be
any number of dial-in phone numbers or rotaries. This allows a comprehensive billing structure to be
built. Each number can have a specific call charge and the numbers are associated with the various
services offered by the end applications.

Dialing a one-time number enhances security by making the dialing unpredictable.

Callback dialing is a possible alternative, if for some reason it is more viable that the user is called by
mPollux™ instead of him/her having to call CallSign.

2.2.2 USER RESPONSE OPTIONS

When responding to the authentication challenge presented by mPollux CallSign™, the user has sev-
eral options after placing the authentication call.

Simple authentication consists of a call from the user’s phone to a mPollux CallSign™ dial-in num-
ber. The user passes no extra information and the call need not even be connected since mPollux
CallSign™ can verify the number from the incoming call without answering it.

Authentication with PIN requires that mPollux CallSign™ accepts (or make) the call and record the
PIN entered by the user. The PIN may be a fixed one given to the user, or it may be a one-time pass-
word that mPollux CallSign™ generates for this particular authentication attempt.
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3 MPOLLUX CALLSIGN™ WITH CITRIX

3.1 OVERALL ARCHITECTURE

For an overview of the overall architecture of the mPollux™ Security Server, see the mPollux™ Se-
curity Server White Paper. For more detailed information of the mPollux CallSign™, see the mPol-
lux™ CallSign White Paper.

Figure 1 shows one possible architecture of the mPollux™ Security Server and CallSign Security Op-
tion when integrated with Citrix Web Interface. In general, mPollux CallSign is integrated with the
Citrix Web Interface and all the Citrix systems that use Web Interface for authentication can also use
mPollux CallSign as an authentication method. This includes e.g. users using browser to access Meta-
Frame Farm applications and also VPN users using Access Gateway.

mPollux CITRIX

Security Server
Web Intert
with CallSign s lnietane

Figure 1 The Architecture of mPollux™ Security Server with Citrix

69
mPollux Fegec®

Copyright © Fujitsu Finland Oy 2001-2016



O
FUJITSU

The main components of mPollux CallSign™ are

mPollux™ API and mPollux™ Base, which are the common components
for all mPollux™ Security Options. mPollux™ API is installed to the Cit-
rix Web Interface server.

CallSign Security Option (SO) and CallSign Server, which are the spe-
cific components of mPollux™ Security Server with CallSign Security Op-
tion.

3.2 MPOLLUX INTEGRATION WITH IT-INFRASTRUCTURE

mPollux™ Security Server can use any standard LDAP directory or Database with JDBC connectivity
as a user directory. Typically in corporate environment, Microsoft Active Directory or some other di-
rectory is used to store CallSign authentication related data.

When mPollux™ Security Server with CallSign Security Option is integrated with Citrix for end-user
authentication, there are several advantages over other authentication approached:

Users are authenticated with strong two-factor authentication in addition to
normal Windows authentication.

There is no need for additional security tokens or other hardware compo-
nents for every user, users are using their mobile phones for authentication.
This greatly reduces costs (hardware, logistics, management, ...).

There is no need for an additional user directory for CallSign, e.g. existing
Active Directory can be used.

CallSign Security Option can use e.g. user’s mobile phone number stored
in Active Directory. This can be managed through normal user manage-
ment processes; there is no need for additional management.

CallSign Security Option authentication can check from the Active Direc-
tory whether user account in Windows domain is disabled or locked and
does not allow authentication in these situations. Also other sophisticated
access control rules can be defined.

In Citrix Web Interface login, users do not need to enter additional codes
or information, normal Windows credentials are sufficient. This enables
user-friendly experience for end-users and reduces errors.
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4 EXAMPLE OF MPOLLUX CALLSIGN™ WITH CITRIX

4.1 AUTHENTICATION WITH CITRIX WEB INTERFACE

A user accesses remotely corporate applications through Internet using Citrix. User uses Citrix Web
Interface application to login and launch applications. During Web Interface authentication, user is au-
thenticated both with CallSign authentication call and ordinary Windows authentication. CallSign au-
thentication is performed through separate channel (mobile phone network) which further increases
the security of the system.

1. Logonfo Webinterface. 5. Windows authentication

CITRIX'

Web Interface

4. Authentication
OK

2. Request mPollu
Authentication

3. Authentication call + PIN N
»

mPollux
Security Server
with CallSign

Figure 2 mPollux CallSign™ applied to Citrix Web Interface Authentication

The access sequence proceeds as follows (refer to figure 2):

1. User browses to Web Interface login-page and enters valid Windows credentials (username &
password) to log in.

2. Using a secure connection, the mPollux™ API requests CallSign™ authentication for the user.

3. The user’s profile is retrieved from a local or remote database or directory by mPollux
CallSign™, which generates an authentication scheme. Typically this includes the mobile
phone number and user’s PIN code. The scheme is sent to the CallSign Server ISDN, H.323 or
SIP interface for verification.

CallSign Server places a call to the user’s mobile phone, and asks user to authenticate using
his/her PIN-code.
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The mPollux CallSign™ Server records the call event and any received extra info and presents
them to mPollux CallSign™ Security Option. The identification is validated by CallSign that
informs the Citrix Web Interface of the result through mPollux™ API.

If CallSign authentication is successful, Citrix Web Interface continues normally authenticat-
ing user’s Windows credentials.
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